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1 Introduction

eBPF [2] programs run inside the kernel without user–kernel boundaries, which
means any mistake can corrupt kernel memory or break isolation. Current
verifiers run entirely on generated eBPF code and are limited [2, 3]: They
reject many safe programs and still fail to catch certain bugs. To address this,
we propose a two stage verification approach, based on Proof-Carrying Code
(PCC) [4]. The eBPF compiler generates safety proofs during compilation and
the kernel only checks these proofs after JIT compilation, which provides end
to end safety while reducing false rejections.

2 Objective of the Thesis

In this thesis you will implement the LLVM side of the system. You will integrate
Z3 [1] into LLVM, derive safety properties during IR lowering, and emit compact
proof artifacts that the kernel level verifier can check.

3 Required Skills

• C++ knowledge

• Experience with LLVM

• Basic understanding of compilers and static analysis
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