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1 Introduction

Despite ongoing efforts, memory vulnerabilities remain a relevant topic. Several
studies have shown that in large software projects, memory safety bugs make
up between 70% and 75% of their high-impact security vulnerabilities [1, 8,
9]. Software-based approaches either require modifications to source code or
incur high performance overheads [2,4-7]. The CHERI (Capability Hardware
Enhanced RISC Instructions) architecture implements memory safety primitives
at the hardware-level by extending 64-bit pointers to 12841 bits, including a
validity bit, bounds, and permissions. On memory accesses, the hardware checks
the bounds and permissions, promising better performance compared to existing
software-based solutions. Still, this protection comes at a performance cost.

2 Objective of the Thesis

In this thesis/guided research, you will perform a detailed microarchitectural
analysis of Arm’s Morello [3] board, which implements the CHERI architecture.
You will implement a framework to measure and investigate several performance
and architectural metrics, including:

e Instruction cycles and latencies of CHERI instructions.

e Microarchitectural details such as the cache and pipeline behavior when
handling capabilities.



e The cost of performing CHERI access checks on memory operations.

e Potential trade-offs between security benefits and performance overhead.
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